Data Protection Policy

1. Security

1.1 The eighth principle of the Data Protection Act requires that personal data is protected by appropriate security measures to guard against
1.2 Unauthorised access, disclosure, alteration or destruction of personal data
1.3 The accidental loss or destruction of personal data (‘personal data’ being data relating to an identifiable living person)
1.4 In the event that civil proceedings are brought against a data user (eg THE ORGANISATION), it will be a defence to prove that ‘reasonable care’ was taken to prevent the loss, unauthorised access, alteration, disclosure or destruction of that personal data.  The purpose of this policy is to ensure staff protect and secure personal data on systems for which they are responsible.

1.5 For the purpose of these guidelines;

a) The term ‘data’ is information which is stored electronically or on paper and which is automatically or mechanically retrievable.

b) The term ‘files’ relates to automatically or mechanically retrievable documents.
c) The term ‘hard copy’ refers to paper files.

d) The term ‘Designated Officer’ refers to a person appointed at departmental level to maintain the security system (eg the Head of Service).

e) The term ‘data user’ refers to the organisation’s personnel.

f) The term ‘data subject’ refers to an identifiable living individual about whom data has been stored.

2. General Principles

2.1 Access to personal data must be governed by the ‘need to know’ principle.
2.2 Personal data should not normally be replicated so that, at any one time, identical data is held on more than one file or hard copy.

2.3 Where data is held on more than one file, the original file must state where replica data is held.

2.4 Data should be appropriate, relevant and not excessive for the purpose(s) for which personal data is held.

3. Protection of Personal Data

3.1 Personal data must be restricted to those who need to know it.  If your system is networked to a central server in another department, personal data must be protected by a departmental password.

3.2 Public access to a computer system containing personal data files should be controlled by passwords.

3.3 There should be a designated officer responsible for maintaining any password system used.  Passwords should be changed every three months and if it becomes known that unauthorised access or disclosure is suspected.  Such a designated officer should be accorded a fixed quota of hours every three months away from other duties to maintain the security system.

3.4 Data users should log off and close down their terminal whenever they leave their work station or their work is interrupted.

3.5 Files containing personal data should be shared between users only where those users have similar access rights.

4. Physical Security Arrangements

4.1 It is preferable that personal data is stored on computer hard drives for only so long as is necessary to process that data and complete a hard copy.  Wherever possible and whenever practicable personal data is better stored on a secure server or disc after processing. 

4.2 Discs and tapes containing personal data should be encrypted and stored in a locked container when not in use.

4.3 Access to discs containing personal data should be controlled and the discs held in an area where they can be supervised by authorised staff.

4.4 (It should be noted that this applies also to discs which have had personal data ‘deleted’ from them, as it may still be possible to gain access to that data.)

4.5 Computer equipment and terminals should be located in areas which are normally staffed during working hours where their use can be supervised and which can be secured when not staffed.  They should not be accessible to members of the public.

4.6 Where access control through the use of passwords cannot be relied on as fully secure (as is the case with all micro processors), system and program discs must be stored securely when not in use.

5. Loss or Accidental Destruction

5.1 All personal data files should be copied and the back-up copy stored securely.
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