Policy on the use, handling, storage, retention and disposal of Criminal Record Bureau disclosures and disclosure information

As an organisation that uses the Criminal Records Bureau (CRB) Disclosure service to help assess the suitability of applicants for positions of trust and who are recipients of Disclosure information, THE ORGANISATION wishes to comply fully with the CRB Code of Practice.

1. 
Introduction

1.1  There is increasing pressure from a variety of areas to introduce full criminal records checks with the CRB for any employees within the organisation who work with vulnerable people/supporting people/children. It is good practice to do this and whether a post requires a check and the appropriate level of check should be based upon an organisational risk assessment. 

1.2  In order to ensure further protection for clients and employees THE ORGANISATION will expand its current policy regarding CRB checks and ask that all staff volunteer for a CRB check.  

2. 
Procedure

2.1  Most posts within THE ORGANISATION, due to the nature of the organisation’s services, are identified posts and require an enhanced level disclosure. All application forms, job adverts and recruitment briefs will contain a statement that a disclosure will be requested and any job offer is conditional upon the applicant’s agreement to the relevant checks.

2.2 
The nature of the positions at THE ORGANISATION allow us to ask questions about your entire criminal record including ‘spent’ convictions as defined in the Rehabilitation of Offenders Act 1974.   Appendix I shows the level of checks required for each post and an explanation of the level of these checks.

2.3
All potential staff to be recruited to an identified post will be subject to the appropriate CRB check prior to employment.

2.4
Staff who are already employed by the organisation will also be subject to a CRB check.  
3.  Confidentiality
3.1
All results will be kept strictly confidential amongst THE ORGANISATION’s CRB signatories (see Appendix I) and other relevant executive staff and trustees.
3.2
Disclosure information will be kept in lockable, non-portable storage containers with access strictly controlled and limited to those who are entitled to see it as part of their duties, i.e. Countersignatories and/or relevant line managers. Disclosures and copies will be not held on the personnel records.  The personnel records will hold a note to say that a CRB check has been undertaken.

3.3 
In accordance with section 124 of the Police Act 1997, Disclosure information is only passed to those who are authorised to receive it in course of their duties. We maintain a record of all those to whom disclosure information has been revealed and we recognise that it is a criminal offence to pass this information to anyone who is not entitled to receive it.

3.4
Once a recruitment or other relevant decision has been made we do not keep Disclosure information for any longer than is absolutely necessary. This is generally for a period of up to six months to allow for the consideration and resolution of any disputes or complaints. If, in very exceptional circumstances, it is considered necessary to keep Disclosure information for longer than six months, we will consult with CRB about this and give full consideration to the Data Protection and Human Rights of the individual subject before doing so. Throughout this time, the usual conditions regarding safe storage and strictly controlled access will prevail.  

3.5
Once the retention period has elapsed, we will ensure that any Disclosure information is immediately suitably destroyed by secure means (shredding, pulping or burning). While awaiting destruction, Disclosure information will not be kept in any insecure receptacle. We will not keep any photocopy or other image of the Disclosure or any copy or representation of the contents of the Disclosure. However, notwithstanding the above, we may keep a record of the date of issue of a Disclosure, the name of the subject, the type of Disclosure requested, the position for which the Disclosure was requested, the unique reference number of the Disclosure and a record of the recruitment decision taken.

4.
Convictions

4.1
Our policy on ex-offenders is guided by the National Service Standards, which are made available to all applicants at the outset of the recruitment process if requested.

4.2 
We actively promote equality of opportunity for all with the right mix of talent, skills and potential and welcome applications from a wide range of candidates, including those with criminal records. We select all candidates for interview based on their skills, qualifications and experience.

4.3
Having a criminal conviction will not necessarily bar a candidate from working with us. This will depend on the nature of the position and the circumstances and background of the offence(s). 

4.4
If a conviction comes to light that THE ORGANISATION was not aware of and happened prior to the employee’s employment with the organisation and was not declared on their application form, this may become subject to disciplinary action.  If the nature of the conviction is such that the employee would not have been able to be offered employment in their post then this will have to be taken into consideration, and may lead to the employee’s dismissal.
4.5
In the case of 4.7 the ORGANISATION’s disciplinary procedure will be followed. Depending upon the nature of the conviction the member of staff may be suspended on full pay during the investigation and discipline hearing process, or placed into an alternative post.
4.6
Depending upon the outcome of any CRB check and possible discipline an employee may be offered an alternative post within the organisation that is not an identified post. This cannot be guaranteed and will depend upon the nature of the conviction, the circumstances and the availability of suitable alternative employment.
4.7 
If a conviction has taken/takes place during THE ORGANISATION’s employment, consideration will need to be given as to how this affects that individual’s ability to carry out their job.   
5.  Continuous checks
5.1
CRB checks will be carried out every three years. In the interim years staff may be asked to sign a disclaimer stating any convictions they may have had since the last check. 
5.2
Employees will be expected to declare any convictions they may have received since their last check, disclaimer or application at the time of the conviction.
Disclosures obtained by other organisations may in some cases be portable to THE ORGANISATION.  Appendix 2 sets out the criteria and procedures in relation to portability.

Appendix I

Sample list of personnel 

Posts that have been identified for CRB checks and the level of checks required
	Role
	Type of check
	Protection of Children Act list
	DfES and DoH 
Working with vulnerable adults list
	Category code

	Women’s Service Officer
	Enhanced
	No
	Yes
	10

	Male Outreach Officer
	Enhanced
	No
	Yes
	36

	Women’s Service Officers
	Enhanced
	No
	Yes
	10

	Women’s Safety Officer
	Enhanced
	No
	Yes
	10

	IDAP Programme Facilitators
	Enhanced
	No
	Yes
	36

	IDAP Administrator
	Enhanced
	No
	Yes
	10

	Community And Families Team Project  Officers
	Enhanced
	No
	Yes
	36

	Sessional Group /Support Staff 
	Enhanced
	No
	Yes
	10/36

	Volunteers
	Enhanced
	No
	Yes
	10/36

	Services Manager
	Enhanced
	No
	Yes
	08

	Sessional Risk Assessors
	Enhanced
	No
	Yes
	10

	Risk Assessment Administrator
	Enhanced
	No
	Yes
	10

	Risk Assessment                         

Coordinator
	Enhanced
	No
	Yes
	08

	Contact Centre Coordinator
	Enhanced


	Yes
	Yes
	03

	Sessional Contact Supervisors
	Enhanced
	Yes
	Yes
	04

	Contact Centre Administrator
	Enhanced


	Yes
	Yes
	02

	Child Carer
	Enhanced
	Yes
	Yes
	03

	Specialist Children’s Worker
	Enhanced
	Yes
	Yes
	03

	Children  Services Development Officer
	Enhanced
	Yes
	Yes
	08

	IT Coordinator
	Standard
	No
	No
	

	Financial Administrator
	Enhanced
	Yes
	No
	10

	Accountant
	Enhanced
	No
	No
	13

	Development Officer
	Enhanced
	Yes
	Yes
	10

	Development Manager
	Enhanced
	Yes
	Yes
	08

	DV Forum Coordinator
	Enhanced
	Yes
	Yes
	07

	Trustees
	Enhanced
	Yes
	Yes
	07


Definitions
Standard category 10
 
Any employment or work which is concerned with the provision of care services to ‘vulnerable adults’ and which is of a kind to enable the holder of that employment or the person engaged in that work to have access to vulnerable adults in receipt of such services in the course of his/her normal duties. 

Care Services  
a) 
Accommodation or nursing or personal care in a care home (where care home has the same meaning as in the Care Standards Act 2000) 
b) 
Personal care or nursing or support for a person to live independently in his/her own home

c) 
Social care services or 
d) 
Any services provided in an establishment catering for a person with learning difficulties.

Vulnerable Adult 
In the context of a standard disclosure, ‘vulnerable adult’ means a person aged 18 or over who has a condition of the following type:

a)
A learning or physical disability

b)
A physical or mental illness, chronic or otherwise, including an addiction to alcohol or drugs or 
c)
A reduction in physical or mental capacity

Working with children  
For the purposes of the ROA 1974 (exceptions) Order Act 1975, the definition of ‘working with children’ includes any work that is:

a)
Work in a regulated position

b)
Work in a further education institution where the normal duties of that work involve regular contact with persons aged under 18
The regulated positions that are exempted from the provisions of the ROA are specified by category codes 01 to 08 below. You should select the code that most clearly identifies the position for which you are asking an exempted question.

‘Regulated position’ means a regulated position for the purposes of Part II of the Criminal Justice and Court Services Act 2000

‘Further Education Institution’ has the meaning given by paragraph 3 of the Education (Restriction of Employment) Regulations 2000.  

Enhanced category 03
A position whose normal duties include caring for, training, supervising or being in sole charge of children.

Enhanced category 04 

A position whose normal duties involve unsupervised contact with children under arrangements made by a responsible person.

Enhanced category 07
Charity Trustee of a Children’s Charity, a person who is a member of a relevant local authority body, for these purposes a person is a member of a relevant local government body is ( amongst other) he/she is a member of an area committee or any other committee of a local authority which discharges any education or social service function
Enhanced category 08 

A position whose normal duties include supervising or managing an individual in his/her work in a regulated position.

Enhanced category 10 Working with vulnerable adults
For the purpose of the ROA 1974 (Exceptions) Order 1975, a person who regularly cares for, trains, supervises or is in sole charge of vulnerable adults of the following description is entitled to an Enhanced Disclosure. A vulnerable adult for the purposes of an Enhanced Disclosure is a person aged 18 or over who receives services of a type listed in paragraph 1) below and in consequence of a condition of a type listed in paragraph 2) below, has a disability of a type listed at 3) below:

1.
The services are:
· Accommodation and nursing or personal care in a care home
· Personal care or support to live independently in his or her own home
· Any services provided by an independent hospital, independent clinic, independent medical agency or National Health Service body
· Social care services
· Any services provided in an establishment catering for a person with learning difficulties
The conditions are:

· A learning or physical disability

· A physical or mental illness, chronic or otherwise including an addiction to alcohol or drugs
· A reduction in physical or mental capacity.

The disabilities are:
· A dependency on others in the performance of, or a requirement for assistance in the performance of, basic physical functions.

· Severe impairment in the ability to communicate with others
· Impairment in a person’s ability to protect him or herself from assault, abuse or neglect

Offices, employments and occupations that are exempt from the provisions of the ROA 1974
Enhanced category 13
Chartered accountant, certified accountant

Enhanced category 36 
Probation officer   

List of signatories to the CRB process

Only the staff below are able to access the CRB reports and to request checks from the CRB on behalf of the association.  The CRB reports are kept under lock and key and only the signatories have access to them.  The individual also receives a CRB report from the CRB directly.

· Development Manager

· Services Manager

· Development Officer

Appendix II

Portability guidance

There may be instances when a Disclosure issued for one position could be used for another job or voluntary position. 

The overriding consideration must be safety. The interests of those the Disclosure service is designed to protect are paramount. However recruitment should not be more bureaucratic than necessary to ensure the safety of vulnerable people. The nature and duties of some posts and the type of Disclosure sought will affect whether it is necessary to reapply.  The Protection of Children Act 1999 requires a check of the list maintained by the Department of Health of those banned from working with children in certain circumstances. This limits the ability to reuse a disclosure in certain circumstances.

Validity of Disclosures 
A Disclosure of whatever type carries no period of validity. This is because Disclosures are designed for use immediately after issue. Standard and Enhanced Disclosures are designed to be used at the point of recruitment for a particular position only, and will be of most use the closer to the date of issue they are used. Recruiters considering making use of Disclosures issued to other organisations should bear in mind the age of any Disclosure they are considering.

Standard Disclosures

If the recruiter decides that a position to be filled warrants a Standard Disclosure, he or she should next consider whether the duties of the position are compatible with those relating to the position for which the Disclosure was issued. Where a post involves working with children, lists of those considered unsuitable for work with children and held by the Department for Education and Skills and The Department for Health will also be checked. Where posts do not include working with children, these lists are not checked. Similarly where a post involves working with vulnerable adults the CRB will check the DH list of those banned from working with vulnerable adults once that list becomes available.

Enhanced Disclosures

The guidance in relation to Enhanced Disclosures is the same as that in relation to Standard Disclosures with some additional elements. The same factors should be considered in relation to:

· Ability to ask exempted questions

· Eligibility for Standard and Enhanced Disclosures

· Compatibility of Data Sources searched in the earlier application

· The caution in relation to the use of Disclosure information by Registered Bodies

Since Enhanced Disclosures are reserved for positions involving the greatest degree of trust, the police are asked whether they hold any additional information, beyond that held on the National Police Computer, which they consider relevant and which they are prepared to include in the Disclosure document. The police are entitled in certain circumstances to release information of this type in a private letter, to the Countersignatory only.

This means that although a candidate for a position may show an Enhanced Disclosure to a recruiter for a later position, it is possible that it will not reveal all the matters that were released in connection with the original application. The applicant will neither have seen, nor been aware of, the additional information released in the private letter.

It is a criminal offence to pass on details of the private letter without written authority from the police. It follows that the recruiter who has been sent such information may not pass it to another recruiter, irrespective of any consent that may be given by the candidate.

However, a recruiter presented with an Enhanced Disclosure may contact the person who countersigned the application for that document, named on the front page. The recruiter and the Countersignatory will be able to compare the details on the Disclosure to confirm that it has not been altered. The recruiter may also ask the Countersignatory whether any additional information was issued by the police.

The Countersignatory should satisfy herself that the person making the enquiry is a genuine recruiter. Countersignatories should ascertain which organisation a recruiter represents, the relevant CRB registration number and the type of position on offer.

The recruiter must obtain the consent of the candidate before asking the Countersignatory to release information about the previous application. The recruiter should ask the candidate to sign a consent statement, a copy of which should then be passed to the Countersignatory. A copy should then be kept by both recruiter and candidate. Suggested wording for the consent statement is as follows:
I ……………………....…….. having been offered a position as ……………………....…….. at THE ORGANISATION by (name of person offering post) ……………………....…….. consent to (name of Countersignatory of Disclosure or CRB) confirming such details relating to the Disclosure issued to me by the Criminal Records Bureau on  (date of issue), reference number……….., with (name of recruiting individual) ……………………....…….. as may be necessary to assist with an assessment of my suitability for the position.
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